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Defendants. 
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Gregory Myers hereby declares as follows: 
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1 . lam Gregory Myers. I am the Vice-President of Strategic Solutions and 


23 


Partnerships for Sensus USA Inc. (“Sensus”). I have personal knowledge of the facts set forth in 


24 

25 

26 


this declaration, and am competent to testify thereto. 

2. This declaration is divided into five sections, as follows: 
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• Section 1 describes Sensus, its proprietary Smart Grid technologies, the time and 
resources expended by Sensus to develop this proprietary technology, and the importance 
of Advanced Metering Infrastructure (“AMI”) to the future of the electric utility industry 
generally. Section 1 also describes the background facts concerning the City of Seattle’s 
Request for Proposals (“RFP”) for AMI, Sensus’ response to that RFP, and Sensus’ 
contact with the City of Seattle regarding the Public Records Act request at issue in this 
proceeding. 

• Section 2 describes in the sensitive computer and network security information redacted 
from Sensus’ RFP response and why public release of that information could endanger 
both the physical and cyber-security of utility infrastructure and the proprietary value of 
the encryption and security technology developed by Sensus. 

• Section 3 describes how the information redacted by Sensus, if publicly released, would 
destroy the value of Sensus’ trade secret and proprietary information while providing an 
artificial advantage to Sensus’ competitors in the AMI market. 

• Section 4 discusses Sensus’ pricing models, and describes how public release of the 
detailed pricing proposal provided in response to Seattle’s RFP would threaten the value 
of Sensus’ proprietary technology and allow Sensus’ competitors to profit artificially 
from Sensus’ proprietary market research. 

• Section 5 describes how Sensus would treat future RFPs for publicly-owned utilities like 
Seattle City Light should it be forced to disgorge proprietary information in this case, and 
therefore face a similar threat in future cases. 
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SECTION 1: SENSUS, ITS PROPRIETARY AMI TECHNOLOGY , AND ITS 
RESPONSE TO THE SEA TTLE RFP 


3. Sensus is a global company with more than a century of experience in providing 
utilities with metering equipment, infrastructure, and software that aids in the management of 
their accounts, customers, and operations. Sensus is a leader in the highly-competitive market 
for AMI and helps a wide range of public service providers — from utilities to cities to industrial 
complexes and campuses — do more with their infrastructure to improve quality of life in their 
communities. Sensus provides advanced smart grid deployments to utilities across North 
America and around the world. 

4. The Sensus FlexNet™ AMI Solution empowers electricity, gas, water or 
combination utilities to conserve resources through a flexible, reliable, and interoperable system. 
The Sensus FlexNet™ system is a long-range radio network that communicates via spectrum 
licensed exclusively to Sensus by the FCC and that serves as a dedicated and secure two-way 
communications highway for utilities. FlexNet™ is designed to evolve as technology advances. 
With dedicated channels, faster data speeds, and increased capacity in densely populated 
markets, FlexNet™ enables utilities to meet the needs of today as well as the challenges of 
tomorrow. Sensus FlexNet™ provides a scalable and reliable communications infrastructure 
with dedicated channels that can be prioritized for outage and restoration of data to increase 
reliability. The range of the point-to-multi-point network supports multiple applications that 
increase operational efficiency and customer engagement with fewer access points required to 


capture and transmit data. 

5. In response to the rapidly-growing worldwide market for AMI, Sensus has 
invested substantial resources in developing its proprietary AMI solutions. For example, we 
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estimate that more than four million person-hours went into developing the proprietary RNI 
Software, the software system that supports FlexNet™ , which includes approximately one 
million person-hours required to develop the hardware requirements for the FlexWare Software, 
and an additional five hundred thousand person-hours allocated to validating and testing the 
software solution. Similarly, Sensus estimates that it invested approximately one hundred 
thousand person-hours to develop its unique approach for updating AMI software, discussed 
specifically in the redacted “Device Manager RNI 3.1 SP4 User Guide.” Generally speaking, 
Sensus has invested over $30 million and years of time in honing its network infrastructure 
technology and designs. 

6. While many providers offer AMI technology, Sensus’ technology is unique, and 
is particularly well-suited to the needs of large customers like Seattle City Light, both because it 
can integrate data from many different devices from many different suppliers and because it 
provides unique capabilities to adapt and expand as the nature of the utility’s loads change over 
time. Sensus is the only AMI provider that has built a system around using point to multipoint 
communications in a licensed spectrum environment. Sensus has effectively mastered 
optimization within those licensed bands. Our view that Sensus’ technology is unique is 
validated by many of our AMI customers, who report to us that Sensus provides an approach and 
capabilities unavailable from other providers of AMI technology. To allow a competitor to 
develop a solution in the same manner not only threatens Sensus market differentiation, but puts 
existing accounts at risk for recurring sales or at greatly reduced margins. 

7. Sensus’ FlexNet™ system is the product of Sensus’ substantial and sustained 
investment in R&D for new technology. Without access to the proprietary information Sensus is 
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seeking to protect in this proceeding, it would be difficult or impossible for even a sophisticated 
competitor to duplicate FlexNet™ or its technological capabilities. Any such effort would surely 
cost more than fifty million dollars. However, access to Sensus’ proprietary information would 
allow a competitor to duplicate Sensus’ technology, destroying the value of Sensus’ investment. 

8. The emergence of AMI technology promises to revolutionize the way utilities 
operate, improving their efficiency, reliability, and resiliency in response to major events like 
Superstorm Sandy. Combined with true two-way communications on the Sensus FlexNet™™ 
network, utilities and municipalities can instantly configure, upgrade and customize the meter’s 
electricity management platform. 

9. One concrete example of the ways in which AMI can improve utility efficiency is 
through improved application of conservation voltage reductions (CVR). CVR improves the 
efficiency of the grid by optimizing voltage on the feeder lines that run from substations to 
homes and businesses. Information from AMI systems allow utilities to precisely target where 
CVR can be applied. Similarly, Sensus’ AMI systems are continuously improving meter safety 
features, such as over-voltage protection and transient performance, both of which help end-use 
consumers protect computers and other sensitive equipment from common electric system 
problems like power surges and voltage deviations. Similarly, AMI systems can detect unusual 
heat build-ups and other safety problems, and autonomously and remotely open the disconnect 
switch at an individual customer’s meter so that power can be safely shut off if an issue is 
detected. A lighting system driven by AMI technology enables public service providers - 
including cities, municipalities and utilities - to remotely monitor and control street and area 
lights, thus reducing operating costs, enhancing customer service, conserving energy, and 
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improving public safety. For water utilities, an AMI system equipped with leak detection 
technology enhances resource conservation while simultaneously lowering costs for providers 
and consumers alike. Repairing leaks is often much less expensive than acquiring new water 
supplies, if they are even available. Thus, water AMI solutions point the way to the least 
expensive means for serving growing populations with limited water supplies. 

10. Sensus tightly controls the use and dissemination of information regarding our 
FlexNet™ AMI technology and other proprietary technology. Sensus does not share this 
confidential information with anyone unless there is an assurance of non-disclosure. Sensus 
includes confidentiality provisions in its contracts with utilities and other business partners to 
ensure the protection of Sensus* proprietary information. After such agreements are in place, 
Sensus provides information to approved third-parties through a secured web link that is 
accessible only with an approved user name and password. Proprietary information such as 
proprietary software, network security information, and product development plans are shared 
internally only with those Sensus employees who need to know the information to perform their 
job functions. Sensus includes provisions in its employment policies, which all employees sign, 
making it clear that employees have a duty to protect Sensus* proprietary information. In the 
case of the RFP response at issue in this appeal, the only unredacted copy of the Response in 
Sensus* office resides on a password protected server that is restricted to authorized Sensus 
internal users who have been granted access to specific protected folders and to outside 
consultants with a need to know the information, such as Sensus’ outside counsel. 

11. On November 12, 2014, the City of Seattle issued to Request for Proposal RFP 
SCL 3404 for Advanced Metering Infrastructure (“RFP” or “RFP SCL 3404”), which was issued 
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by the City of Seattle on behalf of its City Light Department and seeks Advanced Metering 
Infrastructure for Seattle City Light and other Seattle public utilities. The RFP, which when 
printed is more than 175 pages long, required extremely detailed responses. For example, each 
response was required to contain a detailed plan for rolling out AMI in Seattle, details 
concerning the technology to be employed by each respondent, information about the computer 
and network security and encryption systems each respondent proposed to employ, the new and 
add-on technology each respondent intends to develop over the next few years, and a detailed, 
item-by-item pricing information. 

1 2. On January 7, 2015, Sensus submitted a Response (the “Response”) to RFP SCL 
3404. As further described in the remainder of this declaration, the Response contains detailed 
descriptions of Sensus’ proprietary computer and network security systems, detailed plans for 
roll-out of Sensus’ proprietary FlexNet™ technology in Seattle, specific descriptions of the 
configurations and equipment Sensus proposes to use for Seattle’s AMI system, and a detailed 
pricing proposal that contains an item-by-item description of the equipment that Sensus proposes 
to deploy in Seattle. 

13. As suggested by the fact that eight different providers submitted bids to Seattle 
City Light’s RFP, the AMI market is highly competitive, with many different companies 
competing both on price and in the types of technologies they can offer. In addition, AMI 
technology is evolving rapidly, with many different market entrants competing to offer new 

i 

approaches to AMI, including improvements to smart meters, improvements to the 
telecommunications links that allow the utility to collect and use information from those meters, 
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and technologies that allow utilities and grid operators to integrate information from AMI into 
their operations. 

14. On April 12, 2016, a request under the Washington Public Records Act to the City 
of Seattle was made seeking documents related to “security audits performed of ‘smart meter’ 
devices.” The request was signed by “Phil Mocek,” but contained the notation “Filed via 
MuckRock.com Email (Preferred): 10378-42034147@requests.muckrock.com.” On or about 
April 26, 2016, the City notified Sensus of Mr. Mocek’s request and offered Sensus an 
opportunity to redact sensitive information from the Response before it was provided to Mr. 
Mocek. Sensus carefully redacted its Response, and provided a copy of the redacted Response 
to the City. On May 1 1, 2016, Sensus was notified that the City will release unredacted versions 
of documents to Mr. Mocek unless Sensus obtains and the City is served with a Temporary 
Restraining Order by May 26, 2016. 

SECTION 2: SENSUS’ RESPONSE CONTAINS SENSITIVE COMPUTER AND 
NETWORK SECURITY IN FORMA TION 

16. As required by RFP SCL 3040, the Sensus Response contains an extensive 
discussion of the network security and encryption technology Sensus proposed to use in the AMI 

Til 

system it designed for Seattle. In the FlexNet™ system security architecture, the various 
components are segmented into separate security domains, threats and risks are analyzed, and the 
associated security controls for each component are applied. This provides a layered approach to 
security. Through this architecture, Sensus has built in-depth defense through a combination of 
proprietary Sensus and third-party security controls. These controls provide the confidentiality 
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(encryption), integrity (authentication), and availability (redundancy and resiliency) throughout 
the entire FlexNet™™ solution. These include the following: 

• All bidirectional communications with endpoints are secured with AES-256 encryption 
using unique cryptographic keys to provide confidentiality. 

• Communications to and from the endpoint are validated using AES-CCM message 
authentication to ensure the integrity of the communications over the entire network path. 

• Physical integrity of the endpoint is achieved through locks, seals, and tamper alarms. 

• Availability of communication with the head end system from the endpoint is achieved 
through multiple routed paths across multiple FlexNet™ Base Station network nodes. 

17. Sensus, along with the other vendors in the AMI market, have strict provisions for 
ensuring the networks that are deployed for Smart Grid are secure. Network security is 
important because the Smart Grid network includes features that allow command and control of 
the electric grid. If network security systems are penetrated, a cyber-attacker could gain access 
to command and control systems, and create havoc for the utility distribution system. For 
example, the attacker could turn on and off service to large amounts of customers or make 
capacitor bank or voltage regulator adjustments that could bring the distribution system to 
failure. 

18. The information Sensus has redacted from the Response contains specific details 
that, if publicly released, would increase the risk of both cyber-intrusions and physical attacks on 
the utility grid. For example, Sensus has redacted a document entitled “Device Type 50 Alarms” 
(Section 20, Attachment I, of the Sensus Response). This document contains specific details 
about how the FlexNet™ system responds to specific problems, including cyber-intrusions, 
meter tampering, and power theft. Similarly, the “Design Summary Table” (Section 20, 
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Attachment S) contains many sensitive details about how Sensus designs its AMI systems, 
including where Sensus typically places its communications devices. 

19. Publicly releasing this information increases the risk of both cyber-intrusions and 
physical attacks on Sensus AMI systems. If detailed information about the alarm systems used 
in Sensus’ AMI products becomes publicly available, hackers and other bad actors could use this 
information to identify potential vectors of attack in utility communications systems. In 
addition, detailed knowledge of where key components of an AMI system are physically located 
presents a physical security risk for protecting customer infrastructure. Knowledge of the 
physical locations would enable tampering with the devices, which could lead to hacking, 
reverse engineering, or destruction of the device itself. Allowing information concerning the 
nature of Sensus’ security architecture and implementation to become public opens the door to 
these types of potential attacks and serves as an invitation for those who are on the lookout for 
ways to gain access to secure AMI networks. 

20. In addition, increasing the vulnerability of Sensus’ systems to unauthorized access 
reduces the commercial value of Sensus’ smart grid technology because Sensus’ customers and 
potential customers would then have less assurance that Sensus could effectively protect their 
systems from cyber-intrusions and physical attacks. 

21 . Increasing the vulnerability of utility systems to unauthorized cyber-intrusions 
also has serious national security implications. Cyber-security is now recognized as a major 
national security concern. Cyber-attacks targeting the electric utility industry now occur 
regularly, and are carried out by a variety of actors, ranging from the armed forces of nation- 
states like China and organized terrorist groups to major rings of cyber-criminals and hackers 
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seeking to profit from access to sensitive information. Recent initiatives from the federal 
government demonstrate the seriousness with which cyber-security is now treated in the utility 
industry. For example, electric utilities must now comply with mandatory standards issued by 
the North American Electric Reliability Corporation to protect “Critical Infrastructure,” 
including detailed standards to protect critical electric grid infrastructure from cyber-attack. 
Additionally, the U.S. Department of Energy, in cooperation with the U.S. Department of 
Homeland Security and the Federal Energy Regulatory Commission, has established an 
Information Sharing and Analysis Center for the Electric Sector (“ES-ISAC”) that allows 
information sharing between federal security and intelligence officials and the electric industry 
on the constantly-evolving cyber-security threats to the electric industry. ISACs have been set 
up for a number of other industries, including water and natural gas utilities. 

22. While the nation’s electric system is under constant cyber-attack, to date those 
attacks have not succeeded in producing significant damage or widespread outages, in significant 
part because cyber-security systems like those created by Sensus have succeeded in blunting 
these attacks. However, a successful cyber-attack could, for example, produce widespread 
blackouts and destruction of critical electric infrastructure. A successful attack of this kind could 
leave large areas of the country without electricity for hours or days, producing millions or even 
billions of dollars in lost economic activity and waste resources. Such an attack could also have 
serious national security implications if it succeeded in leaving key military bases or other 
military assets without power. 

23. Even if unsuccessful, if a hacker succeeded in penetrating the network security 
and encryption codes using the information obtained from Sensus’ Response, it likely would 
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require substantial effort by Sensus, and possibly the many utility customers using Sensus’ AMI 
technology, to create new network security and encryption systems that are designed to defeat 
the type of attack enabled by release of proprietary and confidential information regarding 
Sensus" network security and encryption technologies. 

SECTION 3: RELEASE OF SENSUS* PROPRIETARY INFORMATION WOULD 
DESTROY THE VALUE OF ITS TECHNOLOGY AND PROVIDE ITS 
COMPETITORS WITH AN UNFAIR COMPETITIVE ADVANTAGE 

24. As required by RFP SCL 3404, Sensus’ response contains specific plans and 
diagrams developed by Sensus for rollout of an AMI network in the City of Seattle, as well as 
highly-detailed information concerning the number, type, operating characteristics, and location 
of the Sensus equipment that would comprise the City’s AMI network. Revealing this 
information to the public would severely compromise Sensus’ proprietary information because if 
one of Sensus’ competitors learned the number of sites, base stations, and operating 
characteristics of the equipment Sensus proposed for Seattle’s AMI system, they could deduce 
specific information about Sensus’ network capabilities that is otherwise not publicly available. 
Combining this specific information with public information such as the number of meters in 
Seattle’s service territory would allow outsiders to reverse engineer much of the proprietary 
information that is critical to Sensus’ AMI technology. Such system information would allow a 
competitor to anticipate Sensus’ pricing of its network infrastructure and infer crucial 
information about the capabilities of its proprietary communications systems. Revealing this 
information would allow competitors to gain an unfair advantage by allowing them to profit from 
proprietary technology developed at considerable expense by Sensus and to anticipate and 
undercut Sensus’ pricing structure. 

25. Sensus also redacted portions of its Response that reveal specific details of 
installation applications of Sensus’ network infrastructure. Disclosing the mix of types of site 
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installations would allow Sensus’ competitors to infer sensitive information about Sensus’ 
technology, which would lead to estimating pricing and unfair competition. 

26. The specific plans developed for Seattle are particularly sensitive because many 
of Sensus* competitors who participated in RFP SCL 3404 have also developed detailed plans 
for an AMI rollout in Seattle and are therefore very familiar with the details of Seattle’s utility 
system. In this context, revealing the proprietary plans designed specifically for Seattle City 
Light and supporting information would allow Sensus’ competitors to benefit unfairly from the 
substantial time and money expended by Sensus in developing the Seattle plan - which required 
about four person-months of time to develop - as well as the underlying proprietary technology 
we proposed in the Sensus Response. 

27. Furthermore, part of Sensus’ strategy is to develop and implement an AMI 
solution for a set period of time. If the proprietary information contained in its Response were 
released, the current version of Sensus’ AMI solutions would be compromised and Sensus would 
be compelled to modify its AMI solutions more frequently in order to stay competitive or to 
remain unique in the marketplace. More frequent changes would come at considerable expense 
to the company. 

28. Because of the specificity required by the City in RFP SCL 3404 as well as the 
City’s requests for additional data from Sensus, Sensus’ responses set forth in great detail its 
plans for developing an AMI network for the City. For example, the Response plans and 
diagrams setting forth: (a) the specific number and types of equipment that would be deployed; 
(b) extensively discusses the specific operating characteristics of this equipment, such as the 
radio frequencies it would employ, the industry operating and interoperability standards the 
equipment is designed to meet, and the manner in which different pieces of equipment would 
interact; (c) the software that will be employed to support operation of the AMI system, 
including specific features of the software, scheduled upgrades, the process for detecting and 
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remedying bugs, and the manner in which the software integrates into existing utility software 
systems; (d) the intervals at which data will be reported from digital meters, the method by 
which this data will be gathered and processed, and detailed explanations of how alarms will be 
triggered by specific events like outages and reported to utility operators and how the AMI 
system will respond automatically to these alarms; and (e) as discussed in greater detail above, 
extensive information about the network and computer security systems employed by Sensus. 

29. Specific examples of detailed documents of this type that Sensus redacted from 
the versions of its response provided to Seattle for release to Mr. Mocek include: 

• Coverage and Capacity Plan (Attachment 7): We have redacted information that 
identifies the specific numbers and types of equipment that would be deployed in the 
rollout of the AMI system specifically designed and proposed for Seattle. 

• System Recommendations (Attachment 8): We have redacted information that identifies 
the specific numbers, types, and characteristics of equipment and software that would be 
deployed in the rollout of the AMI system specifically designed and proposed for Seattle. 

• Customer References (Attachment 9): The discussion of AMI systems provided by 
Sensus to other utilities contains specific information, such as the meter-to-base station 
ratio, read rates, and specific performance characteristics of the system, and the like, 
which could be used by an informed competitor to identify or deduce critical information 
about Sensus’ proprietary systems, as described above. We have redacted similar 
information in the “Minimum Qualifications” and “Proposed Solutions,” both of which 
are included in Attachment 4 of the Sensus Response. 

• Alarm Guides (Attachment 1 5): We have redacted detailed descriptions of the how users 
of the Sensus system would be notified of specific problems in the AMI system. 
Disclosure of the alarm guides would provide a detailed template of Sensus’ alarm 
capabilities to our competition. This would allow competitors to create a strategy and set 
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of features to develop products that would close the gap or surpass our competitive 
advantages in this area. 

• Sensus MTBF for iConA (Section 20, Attachment K): We have redacted results of a 
technical evaluation of how Sensus products operate at certain temperatures over time. 
This analysis was prepared for Sensus confidentially, at a cost of roughly $15,000 to 
Sensus, and Sensus uses this data to design and develop competitive products suitable for 
customer needs and to remain a leader in the market. If publicly available, competitors 
could use this data to design their own systems, to discover proprietary information 
concerning Sensus’ technologies, and use that information to their own advantage, 
artificially undercutting Sensus’ competitive position. 

• Device Manager RNI 3.1 SP4 User Guide (Section 20, Attachment Q): This document 
provides detailed information about how Sensus’ proprietary software is updated. The 
document discloses ongoing developments designed to suit the needs of Sensus’ 
customers, reflecting Sensus’ unique approach to presenting its software interface and 
shares the capabilities of its device manager. Sharing this information would show 
Sensus competitors how Sensus designs its software interface, would allow a competitor 
to infer how the system works, and would enable a competitor to steal Sensus’ unique 
solution to device management. 

• Design Summary Table (Section 20, Attachment S): This document contains highly 
detailed plans for the AMI solution Sensus proposed for Seattle. Release of this 
document would destroy the value of Sensus’ trade secret information. The data 
contained in this document serves as the formula to the proprietary FlexNet™ solution. 
This data, in combination with data about the number of network devices Sensus 
proposed to deploy, would enable a competitor to discern how the FlexNet™ system 
works. Specifically, the redacted information would provide a competitor with the 
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number of network devices required for the design of Seattle City Light's infrastructure, 
the locations of those devices, and the capacity of each device. Disclosing the 
combination of this data would divulge the company’s research and strategy for 
developing a unique communications network in the AMI arena. While each design is 
customized for each customer, the data in this document would reveal critical aspects of 
Sensus’ approach to designing a unique network solution for each utility customer, 
enabling a competitor to replicate Sensus’ unique and proprietary network designs. We 
have redacted the document in its entirety, rather than individual line items, as even the 
number of line items is proprietary - that is, the number of network devices required to 
cover the city’s service area speaks to the capabilities of the network and provides 
information into Sensus’ pricing formulae. 

30. This information, if it became publicly available, would give anyone with a 
reasonably sophisticated understanding of AMI systems deep insight into the specifics of how 
Sensus’ proprietary systems work, including many of the unique features that provide Sensus 
with a significant advantage in the AMI market. For example, by knowing the type of equipment 
deployed, its operating characteristics, details of the software architecture of Sensus’ AMI 
systems, the proprietary planning protocols Sensus uses to design AMI systems for specific 
utilities, and the numbers and location of that equipment, Sensus’ competitors could easily 
deduce critical proprietary details about Sensus’ FlexNet™ system. If a Sensus competitor 
learns the number of base stations, their distance from endpoints, and antennae heights, and 
similar information from Sensus’ RFP response, competitor could reverse engineer how Sensus 
compiles bids for specific customers, which would enable the competitor to undercut Sensus in 
future bids. 

3 1 . Allowing Sensus’ competitors access to this information would pave the way for 
them to develop similar or identical systems, thus undercutting the value of Sensus’ unique AMI 
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systems, and allowing Sensus’ competitors to artificially profit from Sensus’ massive 
investments in R&D and AMI system development. 

32. The Sensus Responses also contain detailed description of Sensus’ planned 
deployments of specific software packages and functionalities, in the “Product Information 
Notice” (Section 20, Attachment O). The document offers insight into Sensus’ technology 
roadmap and shares information about Sensus’ short-term market strategy, how the organization 
plans to develop and improve products, as well as information regarding how Sensus intends to 
differentiate itself from its competitor products. Disclosure of this document would undermine 
our research and development efforts and would adversely impact our competitive advantage. 
Sensus invested the resources of approximately fifty engineers and testing personnel over a 
period of six months to develop the content of this document. If this document were publically 
shared, it would show Sensus’ competitors the specifics of Sensus’ marketing strategy and would 
offer insight into Sensus’ unique products, services, and solutions, solutions that competitors are 
not yet offering and might not otherwise consider adding to their suite of offerings. This 
document is also a view in to what Sensus has done in the past, which would allow competitors 
to unfairly compete or capitalize on Sensus’ mistakes and distinguish the advantages of their own 
products. 

33. This information is highly sensitive because, if released, it would reveal where 
Sensus is investing its R&D, marketing, and system development dollars and, by implication, 
where Sensus expects market demand based on its internal research and industry experience. If 
this information were released to the public, it would allow Sensus’ competitors to anticipate 
Sensus’ market strategy and to focus their resources on undercutting that market strategy by, for 
example, developing competing systems that would be first to market before the systems Sensus 
is developing. In this way, releasing the information would allow Sensus’ competitors to 
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artificially profit from Sensus’ proprietary market and research strategies, and undercut the value 
of Sensus’ substantial investments in these areas. 

34. Finally, as is typical of RFPs in the industry, Seattle in RFP SCL 3404 required 
Sensus to provide a number of trade references, that is, references to utilities where Sensus 
technology has already been deployed and to individual contacts within those utilities. As 
required by the RFP, Sensus provided four such trade references. In the copy its Response 
provided to Seattle, Sensus has redacted: (1) the names, addresses, and emails of the individuals 
at those utilities that were provided in confidence to Seattle; (2) certain information, noted above, 
setting forth in detail the numbers and types of equipment deployed at those utilities; and, (3) 
where required by pre-existing non-disclosure agreements with these third-party utilities, 
information that is protected by those non-disclosure agreements. In certain cases, we have 
released information that our partner utilities have made public on their websites or in other 
public documents, removing that information from the protection of non-disclosure agreements. 

35. Further, those utilities agreed to provide the names on individual employees only 
for the limited purpose of providing information to Seattle concerning the testing and validation 
of Sensus deployments at those utilities. Disclosure of those names beyond the agreed-upon 
purposes might be viewed as a violation of this understanding, causing those utilities to refuse to 
provide trade references in future RFP processes. If trade references are lost because of such 
unauthorized disclosure, Sensus could suffer significant economic consequences because Sensus 
is required to provide trade references in nearly every RFP process and even in less-formalized 
processes with prospective customers. If adequate trade references are unavailable, Sensus 
might be precluded from participating in RFP processes requiring a specific minimum number of 
trade references, and its reputation in the industry could be harmed if trade references are not 
available. 
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SECTION 4: RELEASE OF SENS US’ DETAILED PRICING PROPOSAL WOULD 
PROVIDE ITS COMPETITORS WITH AN UNFAIR COMPETITIVE 
AD VANTA GE AND COMPROMISE SENSUS 9 PROPRIETARY 
TECHNOLOGY 

36. As required by RFP SCL 3404, Sensus submitted a detailed, item-by-item pricing 
proposal to Seattle. This pricing information was delivered to Seattle in a sealed envelope, 
marked as confidential, separate from the rest of Sensus’ response. Sensus redacted information 
concerning item-specific pricing and the numbers of specific pieces of equipment in both 
documents to release to Mr. Mocek. 

37. The redacted information includes a list of the specific equipment Sensus 
proposed to provide to Seattle, the per-item price of this equipment, and detailed descriptions of 
each piece of equipment. For the reasons described above, disclosing specific items of 
equipment and their descriptions provides a roadmap for competitors of Sensus leading them to 
the specific proprietary solutions upon which Sensus has based its unique AMI solutions. 

38. In preparing the proposal, Sensus examined several factors that are unique to 
Seattle City Light, including the City’s requirements, topography, customer mix, functional 
requirements, existing IT systems, City budget, and other items. This information was utilized in 
combination with years of personal experience, Sensus-specific capabilities and costs, and 
knowledge of the market to develop detailed pricing that would be competitive within Seattle’s 
evaluation and profitable for Sensus. This pricing was provided separately from the non-cost 
proposal items. 

39. As with information concerning its proprietary technologies, Sensus tightly 
controls the use of its pricing model and the pricing information derived from the model. The 
only copy of the Response in Sensus’ office resides on a password protected server that is 
restricted to authorized Sensus internal users who have been granted access to specific protected 
folders. In addition, Sensus systematically protects its pricing and proprietary technology by 
including strict confidentiality provisions in all agreements. 
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40. If Sens us’ competitors obtained an unredacted copy of the Response, they would 
obtain access to valuable information about our pricing on item-by-item basis. Release of this 
information to Sensus’ competitors would destroy the value of the information because Sensus’ 
competitors could then predict Sensus’ pricing strategies and undercut Sensus* bids. The result 
would be a substantial loss to Sensus as well as a substantial loss to the public, which relies on 
the integrity of the public bidding to obtain critical infrastructure at the lowest possible cost and 
with the best available technology. By contrast, Sensus* competitors would gain from the release 
of Sensus’ proprietary information by being able to predict Sensus’ pricing and future system 
solutions, thus obtaining an artificial competitive advantage over Sensus. 

41. In contrast to the specific line-by-line pricing information contained in Sensus’ 
pricing proposal, Sensus has not objected to release of the overall total price of its bid to Seattle. 
This bottom-line price is an aggregation of the hundreds of individual elements contained in 
Sensus’ bid. Because it is composed of such a large number of individual elements, the 
aggregated bottom line bid price would not provide Sensus’ competitors with any meaningful 
information about either Sensus’ proprietary technology information or about its proprietary 
pricing research and models, provided the remainder of the Response remains redacted as 
submitted by Sensus. 
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SECTION 5: IF SENSUS IS FORCED TO DISGORGE PROPRIETARY 

INFORMA TION, IT WILL WITHDRA W FROM THE MARKET FOR 
PUBLICLY-OWNED UTILITIES OR ELSE DEMAND A SUBSTANTIAL 
PREMIUM TO PARTICIPA TE IN THE MARKET FOR PUBLICLY- 
OWNED UTILITY AMI 

42. If Sensus is threatened with release of its critical pricing information and 
proprietary system solutions through the Washington Public Records Act, Sensus may not 
participate in future public bidding processes in the State of Washington because the risk of 
releasing trade secrets, proprietary information, and network and computer security information 
could outweigh the value of potential sales to Washington public agencies. Similarly, Sensus 
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may not submit bids to public agencies in other states where the release of its critical pricing 
information in Washington could be used as a precedent to force release of that information in 
those other states. The result would be the loss of substantial business opportunities for Sensus. 
The public could also suffer substantial loss because the withdrawal of market competitors 
makes competitive bidding processes less effective at producing the lowest possible price and 
also makes the unique technologies offered by Sensus unavailable to Washington public entities. 
As a result, the customers of publicly-owned utilities in Washington, as well as publicly-owned 
utilities in other states, are likely to pay higher costs for AMI technology and will lose access to 
significant and rapidly-evolving technologies that would otherwise best serve those utilities and 
their customers. 

43. At a minimum, Sensus will demand a substantial premium to deal with publicly- 
owned utilities, a premium that reflects the value of the information Sensus would put at risk by 
participating in RFP processes at such utilities. 

44. In the alternative, depending on how future RFPs are formulated, Sensus might 
attempt to participate in those RFP processes but withhold critical proprietary information from 
its responses. If this occurs, the RFP process is undermined because the public agency will lack 
critical information necessary to make a fully-informed choice about the price and characteristics 
of the technology chosen in the RFP process. As a result, the risk that the utility will choose sub- 
optimal technology at sub-optimal pricing increases, producing significant loss to the public, and 
significant loss to Sensus and other competitors with price or technology advantages, and 
significant gain to under-qualified competitors, whose RFP responses are more likely to be 
chosen based on insufficient information, even where Sensus or others offer the best price and 

j the best-fit technology. 
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I declare under penalty of 'perjury under the laws of the State of Washington that the 


forgoing is true and correct. 


SIGNED this 20 ,h day of May, 2016, at Raleigh, North Carolina. 



Vice-President of Strategic Solutions and Partnerships 
Sensus USA Inc. 
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